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Spam Police 3000 - Key Features
• Antivirus Scanning - Protection against known viruses by

scanning executable attachments and scripts and removing
them from emails.

• Import Friends - Easily import your entire Eudora address
book or Outlook Express contacts into your whitelist instan-
taneously.

• IP Blacklist - Identifies known spam IP addresses, using con-
stantly updated universal lists to prevent spam.

• White list - Have your own list of valid senders.
• Auto-Update - Keeps the program up-to-date with new ana-

lyzers and blacklists.
• Check Messages Against IP/DNS Blacklists - Checks emails to

see if they were sent by known spam servers. Eliminates
spam from known sources and helps keep your inbox clean.

• TagMode - Allows users to receive all messages in their inbox
and mark spam messages as spam instead of holding all spam
messages in quarantine.

• Quarantine - Holding area for all messages received as spam.
• Message Compression - Compresses quarantined messages so

they take up as little space as possible.
• Web Interface - View spam configurations and all email mes-

sages received at the administration and end user levels
through a web based GUI interface.

• Bad Words - Watches for bad words and phrases that are
commonly used in spam.

• Profanity - Watches for emails with  profane words.
• HTML Volume - Look for ÒloudÓ advertising in reds, yellows,

other bright colors and large fonts.
• Summary - A summary e-mail that gets sent to each user

daily or weekly to let them know what was caught.

Spam Police 4000 - Key Features
• Includes all of the features for Spam Police 3000 and
• Search - Perform And/Or/Near searches for key words and

phrases in e-mail messages within the Spam Police interface
to quickly find emails in the quarantine area.

• Hobbies/Interests - Allows users and administrator to enter a
list of keywords they want to receive emails about.

• Auto-Responder - Spam Police sends out an auto-response to
all incoming messages while an employee is away from the
office.

• GoodWords - Add words that relate to the business to increase
the probability of allowing the message to go through.

• Charsets - Remove e-mails that are not in your native lan-
guage.

• Valid Sender - Verify the sender would accept a reply before
accepting messages.

• URL Check - Check the URLs in messages against a central
server to see if they direct to a known spam source.

• To - Check the addressee of the message to verify validity.
• Attachments - Remove attachments and allows the message

through, or rejects messages with certain attachment types.

Spam Police 6000 - Key Features
• Includes all of the features for Spam Police 3000 & 4000 and
• Removes Dangerous Script From HTML emails - Keeps dan-

gerous emails from launching porn-laden pages or redirecting
you to another site.

• Turing Test  (Challenge Sender Response Test) - Spam Police
sends an email back to the sender and requires them to enter
a validation code in order for the email messages to pass
through to your inbox. This feature eliminates automated
messages from getting through to your inbox.

• PC Interface - View spam configurations and all email mes-
sages received at the administration and end user levels
through a GUI interface.

• Bounce Junk Email - Tricks the spammers by letting them
think their email was undeliverable. They remove you from
their list and you get less spam.

• Flexible User Configuration Options - The administrator can
choose whether or not users have access to configure person-
al Spam Police settings, (without the ability to see/change
Master configurations).

• User Notify - Send email to employees explaining the addi-
tion of Spam Police and instructions on how the end user is
to use the program.

• Text Filtering - Spam Police looks for thousands of different
text characteristics to determine which emails are spam.

• Bayesian - The server ÒlearnsÓ each individualÕs pattern of
spam and good e-mail to make precise, accurate determina-
tions.

• Power Filter - Search for any pattern in e-mail to allow or
reject e-mail.

• Email Stamps - Request a payment for e-mailing to certain
accounts.

• Dictionary - A full English dictionary is included to prevent
spammers from using bogus words to trick spam filter.

FatPipe Spam Police is available in three different versions to suit your unique needs. 



FatPipe Spam Police is a network appliance that eliminates junk email and protects your
network from harmful viruses.  Spam Police will help you increase productivity and
decrease costs associated with abusive spamming. FatPipe Spam Police is a separate
network appliance, and screens out spam before it reaches your internal email server.
Filtering out unwanted email before reaching employees increases corporate productiv-
ity and protects employees from potentially offensive and corrupting emails.

Spam PoliceÕs powerful antispam Points System uses a highly structured approach
that provides the worldÕs most complete process for quickly identifying and blocking
spam attacks. When email messages are received, Spam Police analyzes them for
spam, Phishing scams, and virus characteristics. 

End users can customize individual Spam Police settings. Messages deemed as spam
are not passed along to the email server.  A report is available for each message so
that organizations and/or individuals know exactly why an email is or is not deemed
spam. Email users will receive and read messages the same way they always have,
but without sorting through all the junk email they received before implementing
Spam Police.

Spam Police also reviews potential viruses with 20,000+ virus signatures that are
automatically updated 24 times a day to ensure that all virus infected emails are
quarantined so they do not reach your email server. 

With FatPipe SPAM Police Without FatPipe SPAM Police

• Isolate spam mail to a quarantine folder for
your review.

• Automatically protect your network against
harmful viruses.

• Recover time and money by preventing spam
abuse.

• Define your own settings using FatPipe Spam
PoliceÕs Point System.

• Inbox bloated with bogus and offensive
emails.

• Network failures and interruptions due
to virus attacks caused by opening spam
mail.

• Decrease in productivity and revenue 
levels due to time consuming and obnox-
ious spam mail.

• No rule set for email permissions allows
spam mail to clog your inbox, leading to
wasted time and money.

Any Mail
Server

Benefits
• Isolates Spam: Begins working immediately to clean up

email by separating spam from your legitimate email,
increasing productivity. Spam emails are quarantined
on the Spam Police unit freeing up resources on the
email server to handle legitimate emails.

• 15 Robust Analyzers : The highest number of analyzers
of any antispam product on the market.

• Easily Expandable: Multiple units can be linked togeth-
er, simultaneously scanning incoming emails, thus
increasing the speed and amount of emails processed.

• Flexibility: Works seamlessly with any mail server with-
out making costly modifications to your existing mail
server.

• Easy Installation: Up and running very quickly with
hardly any configuration required.

• Authentication Types: Native, Active Directory, and
RADIUS.

• Statistical Reports: Works with various logging tools,
such as WebTrends and SawMill, to offer detailed
reports with graphs, bandwidth reports; email load by
month, day or hour, and more.

• Auto Responder: Respond automatically when on vaca-
tion, or other times you may not be able to manually
respond to email.

• HTML Removal - Remove links, detect and remove
Phishing attempts, disable scripts, detect and remove
web bugs, and eliminates return-receipt requested.

• Aggressive Virus Protection: Protect against known
viruses by scanning executable attachments and scripts.

• Automatic Virus Updates: Antivirus updated automati-
cally every hour, 24 hours a day, without the need for
user intervention. 

• URL Detection Analyzer: Identifies fake URLs to pre-
vent unsolicited Phishing scam email messages from
reaching inboxes.

• Turing Test: Spam Police sends an email back to the
sender and requires them to enter validation code for
their message to be passed through to an inbox.

• Power Filter: Powerful detection algorithms such as
detecting the presence of a US address, a telephone
number, noncompliant HTML tags, etc., to determine if
mail is spam.

Fire Wall

Internet

FatPipe Spam Police

PROTECTING YOUR COMPANY FROM 
SPAM EMAIL AND VIRUS THREATS

SPAM COSTS YOU MONEY
• It is estimated that consumers will receive 206 billion junk email messages by 2006. Jupiter Media Metrix

• Spam costs an estimated $1 per piece in lost productivity. Jupiter Media Metrix

• Destructive worms and viruses can cripple PCs and corporate networks.
Robyn Greenspamn, The Deadly Duo: Spam and Viruses, December 2003, 6, January 2004, http://www.clickz.com/experts/archives/email strategies/perm/article.php/3295871

• $437M stolen due to spam fraud in 2003
Ryan Noraine, Online Fraud Losses Hit $437M, CyberAltas, 23, January 2004, http://cyberaltas.internet.com/markets/finance/article/o,,5961_3303041.00.html

• Phishing scams Ð spam mail that lures end users to provide personal information such as credit card numbers,
social security numbers and password information Ð have increased in activity over a short period of time.
Anti-Phishing Working Group, 11, February 2004, http://www.antiphishing.org/index.html/


